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ABSTRACT EP 827074 A2 

An interprise computing manager provides coordination between 
application programs by having each server program controlling the client 
executable program. In this manner, each client program communicates from 
the client to the server using a predefined protocol. A distributed 
computer system is disclosed with software for a client computer, a 
server computer and a network for connecting the client computer to the 
server computer which utilize an execution framework code segment 
configured to couple the server computer and the client computer via the 
network, by a plurality of client computer code segments resident on the 
server, each for transmission over the network to a client computer to 
initiate coupling; and a plurality of server computer code segments 
resident on the server which execute on the server in response to 
initiation of coupling via the network with a particular client utilizing 
the transmitted client computer code segment for communicating via a 
particular communication protocol. 
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. . .SPECIFICATION access to and transmission of messages over the web from 
the server 1180 via the access module 1108 and the PE framework 1104 as 
discussed earlier and reiterated below. 
Figure 12 . . . 

...described in Figures 10 and 11. However, web contact is established 
between the nodes by authenticating a user utilizing the Access Layer 
1280 to establish client 1200 - server 1210 communication. Then... 

...and Network Support 1340 to a Client 1330 utilizing a predefined data 
stream 1350 and application code 1320 and a DBMS 1310. The loosely 
coupled nature of the application architecture is... 



.controlling both the Client 1330 and Server 1300 states. The Java 



language is utilized communicate via the Web teclSBIogies in an 
Internet , Intranet or other network environment to distribute Client 
1330 state information to the Client node. The Server 1300 presents an 
encapsulated DBMS interface to the network . The Server 13 00 node is 
extended by a framework to support the establishment of a Client 13 3 0 - 
Server 1300 relationship for web nodes. 

The Client 1330 - Server 1300 relationship for web nodes is 
established utilizing a secure http process which authenticates the 
user at the requesting node. Then, the Client 133 0 node is established by- 
selecting an appropriate Client 1330 state from stored states at the 
Server , and the Java client state is downloaded over the network to 
the particular Client 1330 node. Next, the Client 1330 - Server 1300 
network communication session is commenced by starting the server 
process and establishing a socket connection to the Client 1330 node. 
Once the session is established. . . 
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ABSTRACT EP 827073 A2 

An object-oriented interprise computing manager provides coordination 
between application programs by having each server program controlling 
the client executable program. In this manner, each client program 
communicates from the client to the server using a predefined protocol. A 
distributed computer system is disclosed with software for a client 
computer, a server computer and a network for connecting the client 
computer to the server computer which utilize an execution framework code 
segment configured to couple the server computer and the client computer 
via the network, by a plurality of client computer code segments resident 
on the server, each for transmission over the network to a client 
computer to initiate coupling; and a plurality of server computer code 
segments resident on the server which execute on the server in response 
to initiation of coupling via the network with a particular client 
utilizing the transmitted client computer code segment for communicating 
via a particular communication protocol. 
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...SPECIFICATION access to and transmission of messages over the web from 
the server 1180 via the access module 1108 and the PE framework 1104 as 
discussed earlier and reiterated below. 
Figure 12 . . . 

...described in Figures 10 and 11. However, web contact is established 
between the nodes by authenticating a user utilizing the Access Layer 
1280 to establish client 1200 - server 1210 communication. Then. . . 

...and Network Support 1340 to a Client 1330 utilizing a predefined data 
stream 1350 and application code 132 0 and a DBMS 1310. The loosely 
coupled nature of the application architecture is... 

...controlling both the Client 1330 and Server 1300 states. The Java 
language is utilized to communicate via the Web technologies in an 
Internet , Intranet or other network environment to distribute Client 
1330 state information- to the Client node. The Server 1300 presents an 
encapsulated DBMS interface to the network . The Server 1300 node is 
extended by a framework to support the establishment of a Client 133 0 - 
Server 1300 relationship for web nodes. 

The Client 1330 - Server 1300 relationship for web nodes is 
established utilizing a secure http process which authenticates the 
user at the requesting node. Then, the Client 1330 node is established by 
selecting an appropriate Client 133 0 state from stored states at the 
Server , and the Java client state is downloaded over the network to 
the particular Client 1330 node. Next, the Client 1330 - Server 1300 
network communication session is commenced by starting the server 
process and establishing a socket connection to the Client 133 0 node. 
Once the session is established. . . 
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Control circuit for domestic electrical appliances 

The control circuit has a central processor (CC) coupled to an optical 
display (MON) and to a number of domestic appliances (2) with different 
functions. The central processor uses a control programme with two 
sections . 

One section allows data transfer between the central processor and the 
appliances and the other processes the data by each appliance, dependant 
on its function. The optical display can be controlled by the central 
processor for displaying masks corresponding to the execution of the 
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ABSTRACT EP 825740 A3 

Die Erfindung betrifft eine Schaltungsanordnung zur Steuerung 
elektrischer Hausgerate. Die Schaltungsanordnung weist einen zentralen 
Rechner (CC) auf , der mit einer optischen Anzeigeeinrichtung (MON) und 
mit den Hausgeraten (2) unterschiedlicher Funktionalitat verbindbar ist. 
Dem zentralen Rechner (CC) ist ein Steuerungsprogramm zugeordnet, das 
einen ersten Programmteil auf weist, mit dem die Ubertragung von Daten 
zwischen zentralem Rechner (CC) und Hausgeraten (2) durchgefuhrt wird, 
und weiterhin mindestens einen zweiten Programmteil, mit dem Daten 
verarbeitet werden, auf deren Grundlage unterschiedliche Funktionen durch 
mindestens ein Hausgerat (2) realisiert werden. 
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. . .CLAIMS program which comprises a first program part by which the 
transfer of data between central computer (CC) and domestic 
appliances (2) is undertaken, characterised in that the control 
program associated with the central computer (CC) comprises, 
apart from the first program part, at least one second program part 
by which data is processed on the basis of which different 
functions are realised by at least one domestic appliance... 

. . .part are actualised triggered by a first item of information which is 

fed to the central computer (CC) and denotes the connection of 
a domestic appliance to the circuit arrangement and a second item of 
information which identifies the domestic appliance. 

2. Circuit arrangement according to claim 1, characterised in that the 

control program associated with the central computer (CC) 
comprises a third program part by which data are processed on the 
basis of which a user prompt is realised. 

3. Circuit arrangement according to... 
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1 A software authentication system for the prevention of computer viruses 85% 

Lein Harn , Hung-Yu Lin , Shoubao Yang 
— Proceedings of the 1992 ACM annual conference on Communications April 1992 
In the absence of systematic techniques to detect the existence of computer viruses, 
preventing suspicious software from entering the system at the initial point of entry 
appears to be the best method to protect computing resources against attacks of 
computer viruses. Currently, software is distributed primarily by diskettes instead of 
online transmission. Diskettes are more susceptible to modification and masquerading 
while on-line transmission usually follows proper user/message authentic ... 



2 Session II - recovery, concurrency and protection: An authorization 84% 
12 mechanism for a relational data base system 

p. p. Griffiths , B. W. Wade 

Proceedings of the 1976 ACM SIGMOD international conference on Management 
of data June 1976 

A multi-user data base system must permit users to selectively share data, while 
retaining the ability to restrict data access. There must be a mechanism to provide 
protection and security, permitting Information to be accessed only by properly 
authorized users. Further, when tables or restricted views of tables are created and 
destroyed dynamically, the granting, authentication, and revocation of authorization to 
use them must also be dynamic. We discuss each of these issues and their solutions ... 



3 The RiverWeb Toolsuite^'': bridging the gap between high-end 84% 
12 environmental science and the classroom 

David Curtis , Edna E. Gentry , Steven I. Gordon , Susan Ragan , Erich Schroeder , Lisa 
Bievenue , David Emigh , Mary Ellen Verona 

Proceedings of the 1998 ACM/IEEE conference on Supercomputing (CDROM) 

November 1998 

The National Computational Science Alliance's Education and Outreach Team (EOT) is 
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working with the Alliance's Environmental Hydrology Applications Technology Team 
(EH-AT) to make information technolgies for watershed monitoring, system modeling, 
simulatipn,..and. data -Visualization and analysis accessible to educationaLconamunities..... 
and the public at large. The broad vision here is promote the education of 21st century 
citizens to participate actively in science-based informed debate and policy-ma ... 



4 A user authentication schenne not requiring secrecy in the connputer 84% 

n| Arthur Evans , Edwin Weiss 
^ Communications of the ACM August 1974 
Volume 17 Issue 8 

In many computer operating systems a user authenticates himself by entering a secret 
password known solely to himself and the system. The system compares this password 
with one recorded in a Password Table which is available to only the authentication 
program. The integrity of the system depends on keeping the table secret. In this 
paper a password scheme is presented which does not require secrecy in the 
computer. All aspects of the system, including all relevant code and ... 



5 Directions in computer security 82% 
Anne-Marie G. Claybrook 

Proceedings of the 1983 annual conference on Computers : Extending the human 

resource January 1983 

One of the primary thrusts in operating system security has come from the 
Department of Defense (DoD), which early recognized the need for security controls in 
open use, multi-user, resource-shared computer systems. 1 Two features in particular, 
mandatory access controls and security kernel technology, have been strongly 
promoted by the DoD. Mandatory access controls, necessary to support a security 
policy that cannot be circumvented by any user (in DoD's case, the natio ... 



6 Polynonnial algorithms for multiple processor agreement 82% 
Danny Dolev , H. Raymond Strong 

Proceedings of the fourteenth annual ACM symposium on Theory of computing 

"May 1982 

Reaching agreement in a distributed system while handling malfunctioning behavior is 
a central issue for reliable computer systems. All previous algorithms for reaching the 
agreement required an exponential number of messages to be sent, with or without 
authentication. We give polynomial algorithms for reaching (Byzantine) agreement, 
both with and without the use of authentication protocols. We also prove that no 
matter what kind of information is exchanged, there is no way to reach agreeme ... 
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Ray Bird , Inder Gopal , Amir Herzberg , Phil Janson , Shay Kutten , Refik Molva , Moti 

Yung 

IEEE/ ACM Transactions on Networking (TON) February 1995 
Volume 3 Issue 1 



8 Simulation via innplementation with applications in computer 80% 
U communication 

Kenneth Brayer , Valerie Lafleur , Gary Simpson 

Proceedings of the fifteenth annual simulation symposium March 1982 

The traditional approach to performing discrete digital simulation has been one of 
developing a mathematical or statistical model to represent a process, programming 
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this model on a large scale computer, and then executing the model to obtain 
performance results. In this study, the authors have developed a simulation of a 
computer communication.aetwork*i>y*simulating 'the users.in a central computer^nd*. 
implementing the remainder of the network in actual network processors. This allows 
for au ... 



9 Protection 80% 

R. Stockton Gaines 

ACM SIGOPS Operating Systems Review , Proceedings of the 1975 ACM 
SIGCOMM/SIGOPS workshop on Interprocess communications January 1975 
Volume 9 Issue 3 

The discussion during this session primarily centered around the paper "On Data 
Secure Computer Networks" by G.J. Popek. Popek suggested that the main security 
problems in computer networks involved the security of the host computers in the 
network and that techniques for securing general communications networks are 
satisfactory for dealing with the communication aspects of computer networks. The 
main problems which need to be addressed are the problems of authenticating 
process ... 



10 The campaign for an ethical Internet 80% 

Jenny Shearer 

ACM SIGCAS Computers and Society , Proceedings of the ethics and social impact 
component on Shaping policy in the information age June 1998 
Volume 28 Issue 2 

The fostering of an Internet societal infrastucture which is consciously ethical, Is 
needed to curtail the new era of global irresponsibility that is at hand. The positive 
view advanced is contrasted with a scenario of the silencing of a moral Internet 
community using regulatory constraints, an extension of broadcast techniques, "brain- 
free" hardware, and control by multi-national corporations. This positive scenario is 
dependent on the evolution of a moral and responsible Internet global citize ... 



11 A problenn-based interface design and programming course — ^ ^ 8o% 

Judy Kay , Bob Kummerfeld 
^ ACM SIGCSE Bulletin , Proceedings of the twenty-ninth SIGCSE technical 

symposium on Computer science education March 1998 

Volume 30 Issue 1 

This paper describes a course that addresses two Important issues: introducing 
interface design and programming at the same time as helping students develop life- 
long learning skills. Many computer science programmes could well be based on the 
assumption that the computing world is still oriented towards batch processing. Yet, 
interactive systems are central to information technology and the interface to a system 
Is very important. Our courses introduces students to this area. At the same time, ... 



12 IP next generation overview 80% 
Robert M. Hinden 

Communications of the ACM June 1996 
Volume 39 Issue 6 



13 The innplementation of guaranteed, reliable, secure broadcast networks 80% 

Lawrence C. N. Tseung , Keh-Chiang Yu 
^ Proceedings of the 1990 ACM annual conference on Cooperation January 1990 

This paper depicts a conceptually simple and easy to implement protocol that provides 
reliable and secure broadcast/multicast communication. The methodology used in this 
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protocol is surprisingly simple. Three logical nodes are enforced in the network - a 
Central Retransmitter, a Designated Acknowledger, and a (many when needed) 
Playback ReGorderCs),.Xhroughcthe.coordinated^service.of the^three nodes,^every^user<.....r...-.^, 
node can be guaranteed to receive all broadcast messages in the correct temporal ... 
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